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Industry Codes
541519, 541512, 541690, 561990

Past Performance

CM'S 2005 to Current:

Center for Medicaid
Medicare Services

Scope: Security Operations, IT
Modernization, Compliance, &
Cloud Support Services

2010 to 2014:
Bureau of Alcohol, Tobacco,
Firearms, and Explosives

(ATF)
Scope: Cybersecurity ISSO
Program support

2015 to Current:

Dozens of SMBs

Scope: IT Operations

& Maintenance, Cloud
Computing, CMMC/HIPAA/PCI
Assessments, and Remediation
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Government
SBA 8(a)

SBA WOSB & EDWOSB
8(a) CERTIFIED GSA MAS: IT Support
& Cloud Computing

WOsB

WOSB CERTIFIED
EDWOSB
EOWOSB CERTIFIED
Microsoft
Partner Microsoft Channel Partner
¥ Microsoft

State and Commercial
MDOT MBE

CMMCRP
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N CKSECURITY SOLUTIONS

An IT Modernization and Cybersecurity Company

Capabilities Narrative
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CKSSis an IT consulting firm with over 14 years of experience providing
Federal & Commercial clients with streamlined, agile, and secure IT Systems
and Networks. We leverage our IT Operations, Cybersecurity, Azure/AWS
Cloud Services, and Zero Trust competencies to accelerate IT delivery
initiatives and reduce risk. CKSS delivers innovation through close business
partnerships at competitive rates using our subject matter experts and

industry-leading methodologies.

Competencies

@ Infrastructure Operations
= & and Maintenance

«|IT Modernization

» Network Systems Integration &
Implementation

« Enterprise Encryption Solution
« Hardening IT Infrastructure

~ [ FISMA Program
(}) Support

+ISSO Program Support
» Governance Support
« Certification and Authorization
(ATO) initiatives
« Privacy Support
« Third-Party FISMA Assessments
» OMB-123, FedRAMP Assessments

Cybersecurity Operations

» Operation Security

« Zero Trust Security

+ Legacy System Re-design

« Threat Detection & Response

» DevSecOps

+ Agile Methodology

« API Security, Container Security
& Microservices Security

» Enterprise Mobility
Implementation & Security

Cloud Computing

» Azure/AWS Cloud Migration

« Azure/AWS Cloud Operations
« I[dentity & Access Management

« Cloud Governance & Security
« Storage & Data Protection

Differentiators

« Over Fourteen years of supporting CMS Systems and the Baltimore Data Center

« Excellent track record of Zero findings from Adaptive Control Testing (ACT)and

Penetration Testing Engagements

« Modernization of an Ad-hoc System into a Streamlined, Agile, and Secure systems

« Our projects are led and managed by seasoned industry professionals that are well
informed and devoted to aggressively managing project costs

o Trusted IT Partners
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