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Abstract

The United States Department of Defense, DoD, is continually updating the Cybersecurity
Maturity Model Certification Program, CMMC 2.0, in an effort to ensure that defense industrial
base contractors and subcontractors are safely and securely handling sensitive unclassified
information that’s “processed, stored, or transmitted” on their information systems and networks.
These information systems also include public or private cloud infrastructures, services, and
networks.

The CMMC 2 program is currently in its final rulemaking stages, so it will most likely start
showing up in DoD contracts in early 2025 and concurrently as a phased rollout of CMMC
Certification Levels 1 and 2 in the DIB.

Essentially all DoD contractors, subcontractors, suppliers, and any information systems handling
Controlled Unclassified Information, CUI, or Federal Contract Information, FCI will be impacted by
CMMC 2.0.

It's also important to note that CMMC 2.0 uses NIST SP 800-171 Rev 2 as its reference
document for the security controls that will be required to be implemented by DIB contractors in
the Level 1, 2, and 3 certification and maintenance process, since most DoD contractors are
already familiar with this document.

In this white paper, we will explore the challenges and requirements involved in adopting CMMC
2 for DIB contractors as they aim for Levels 1 and 2 certifications. Additionally, we will delve into
the key source documents for the CMMC 2 program, particularly NIST SP 800-171, DFARS
Clause 252.204-7012, and the impending Final Rule from the DOD, known as DFARS Case 2013-
D018. Lastly, we'll discuss the solutions and security best practices that DoD contractors should
start implementing in the months ahead of CMMC certification requirements being incorporated
into federal contracts
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Verizon 2023 Data Breach Investigations Report
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Overview of DOD Final Rule —DFARS Case 2013-D018

The DOD Final Rule includes the following provisions and clauses:

Safeguarding Covered Defense Information and Cyber
Incident Reporting

Subpart 204.73

Subpart 239.76 Cloud Computing

Compliance with Safeguarding Covered Defense

252.204-7008 Information Controls

Limitations on the Use or Disclosure of Third-Party

S Contractor-Reported Cyber Incident Information

Safeguarding Covered Defense Information and Cyber

g b Incident Reporting

252.239-7009 Representation of Use of Cloud Computing

252.239-7010 Cloud Computing Services
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Controlled Unclassified Information (CUI)

CUl is an umbrella term that encompasses all CDI (Covered Defense Information) and
Controlled Technical Information (CTI). These three areas encompass unclassified content that
must be protected in a highly specific manner inside and outside a government information
system. Previous to DFARS, the government had consolidated content into the following
information types. With the new DFARS ruling, these three information areas were rolled into the
CUI classification.

e Unclassified Controlled Technical Information (UCTI)
e Sensitive but Unclassified (SBU)
e For Official Use Only (FOUO)

Latest Information on CMMC/NIST 800-171

As mentioned previously, the CMMC certification program points to NIST SP 800-171 as the
proto document for its three levels of certification. It’s important to note that Level 3 certifications
and requirements intended to protect against Advanced Persistent Threats (APTs) have not been

completely defined as of this writing and will not be discussed in detail in this document.

In summary, Level 1 certification is based on 15 requirements for protecting and securing FCI
and CUI on information systems. Level 1 certification is based on a self-assessment and

attestation in the Supplier Performance Risk System, or SPRS.

Level 2 certifications are somewhat subjective to DoD interpretation of the specific contract and
nature of the information as to whether a self-assessment or third-party (C3PAQO) assessment is

required. As quoted in the Federal Register (ibid, 2):

“As determined by DoD, program contracts will include either a CMMC Level 2 Self-Assessment
requirement or a CMMC Level 2 Certification Assessment requirement to verify a contractor's

implementation of the CMMC Level 2 security requirements.”
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The Three CMMC Framework Levels

The CMMC framework measures cybersecurity maturity with three certification levels and aligns a
set of processes and practices with the type and sensitivity of information to be protected. The
levels and required security controls are commensurate with the type and sensitivity of
information to be protected. The three levels are categorized as follows:

e Level 1: Designed to facilitate the Safeguarding of Federal Contract Information (FCI). It
focuses on the protection of FCI and consists of 15 requirements. These requirements
correspond to the basic safeguarding of information systems, as specified in 48 CFR
52.204-21. Certification requires an annual self-assessment and attestation in the SPRS.

e Level 2: Designed to serve as a transition step in the cybersecurity maturity progression
to protect CUI. Consists of 110 controls and 320 assessment objectives aligned closely
with NIST 8800-171. Certification currently requires third-party assessment and annual
attestation in the SPRS. Note: Some contracts will permit self-assessment and will allow
for POA&M for certain requirements as determined by DoD.

e Level 3: Protect Controlled Unclassified Information (CUI). This level focuses on
establishing and maintaining plans for safe handling of CUI. In addition, contractors must
implement all the security requirements stipulated in NIST SP 800-171 and DFARS
252.204-7012. Note: Level 3 certifications will be required two and a half years after the
final rule goes into effect. This additional time is due to the fact that Level 3 is based on
NIST 800-172.

ACCORDINGLY, CONTRACTORS AT EVERY
LEVEL WITHIN THE CMMC FRAMEWORK
NEED TO START PREPARING FOR
IMPLEMENTATION.
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NIST SP 800-171

At its core, CMMC 2 is intended to be a framework to provide for the assessment of the
information systems of DoD contractors handling or transmitting FCI and CUI associated with
DoD contracts.

Contractors will be required to develop a System Security Plan (SSP) as part of the CMMC
certification program. The SSP is intended to define a contractor's readiness and progress in
implementing the practices and controls defined in NIST SP 800-171 Revision 2, in the context of
CMMC 2 Level 1 and 2 certifications.

The SSP should define the people, policies, and processes the contractor has in place to comply
with security controls defined in NIST SP 800-171. The SSP provides the foundational document

for the contractor to perform their CMMC self-assessment and submit the score to the SPRS.

If the score falls below the desired level of 110, the contractor will be required to submit a Plan of
Action and Milestones (POAM) to achieve the desired score.

CMMC Oversight

Cybersecurity Maturity Model Certification (CMMC) is a new standard promulgated by the US
Department of Defense Office of the Under Secretary of Defense for Acquisition & Sustainment

of Carnegie Mellon University.

The Cybersecurity Maturity Model Certification (CMMC) is overseen by the CMMC Accreditation
Body (CMMC-AB), which provides guidance and oversight. The CMMC-AB is responsible for
managing Assessor Certification, Third-Party Assessor Organization (C3PAQO) Registration, and
Training. This organization is tasked with training and certifying third-party assessment
organizations (C3PAOs) that conduct cybersecurity assessments of DOD contractors.

The CMMC-AB has established a marketplace of C3PAOs, where companies can obtain
information on these organizations and schedule an assessment for their desired certification
level.
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https://www.acq.osd.mil/cmmc/draft.html
https://www.sei.cmu.edu/

For a contractor’s IT Infrastructure to become CMMC-certified, that contractor must work with

CMMC-approved assessors.

Where To From Here?

According to DoD, over 220,000 contractors will need to be CMMC 2.0 certified as the program

rolls out over the coming years.

Table 3 - Estimated Number of Entities by Type and Level

Other than
Assessment Level Small Small Total Percent

Level | Self-Assessment 103,010 36.191 139,201 63%
Level 2 Sclf-Assessment 2,961 1.039 4,000 2%
Level 2 Certification Assessment 36,689 19.909 76,598 35%
Level 3 Certification Assessment 1,327 160 1.487 1%

Total 163,987 57,299 221,286 100%

Percent T4% 26% 100%

Benefits of Implementing Security Safeguards

Benefit 1

*Demonstrate your organization's maturity. CMMC Certification is a business enabler and
exudes confidence and reliability of a supply chain provider.

Benefit 2

*Enable surivabilty of your organization through the creation and use of repeatable
processes.

Benefit 3

*Create a cybersecurity culture rooted in security, not just compliance, as your
organization is a custodian of critical DOD data.

Benefit 4

*Have a robust security program, a key differentiator during the proposal evaluation
process. Small-tier contractors certified at higher CMMC levels will be able to win
contracts over higher tier companies.

Benefit 5

*Show commitment to customers, board members, internal groups, auditors, investors
and business partners with a mature security program.
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Cost of Compliance

Meeting the new requirements may initially prove costly, especially for small businesses not
already equipped with cybersecurity infrastructure. However, the government has included the
cost of compliance and certification as an allowable cost, as communicated per an FAQ on the
CMMC website: “The cost of certification will be considered an allowable, reimbursable cost and
will not be prohibitive.”

Contractors can spread the cost across multiple contracts, rendering these expenses allowable
and chargeable to indirect-cost pools. DOD contractors can negotiate higher fees if they only
have a few DOD contracts.

Selecting A Cyber Consultant

Effective cybersecurity goes beyond mere compliance checkboxes. Both CMMC and NIST SP
800-171 emphasize the need for comprehensive implementation of technologies, processes, and
policies. To ensure full compliance, it's advisable to engage an experienced consultant. Look for a
consultant who can offer guidance in selecting appropriate technologies based on best practices,
cost-effectiveness, and industry feedback. Additionally, the chosen firm should be capable of
conducting gap analysis and assisting with remediation efforts. The following can help when
selecting someone to assist with compliance.

e Use Linkedin to verify employment history and credentials; a consultant employed by a
well-regarded company does not necessarily mean the assigned employee has the relevant
experience.

o Explore the length of time a company has been providing cyber services; expertise in other
areas of compliance does not directly translate into cybersecurity expertise.

e Learn about their thought leadership. Have they spoken at security events, written security
articles or blogs, and participated in community-related security events?

¢ Find out the type of internal security employed by the cyber consulting firm in safeguarding
your information.
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Roadmap for Compliance

Organizations should adopt a phased approach when establishing a NIST SP 800-
171/CMMC/DFARS Security Program. This allows organizations to address low-hanging fruit first
and gradually move towards more complex controls. Begin by focusing on Policies and
Procedures for areas where the organization is already compliant, then gradually address non-
compliant areas. Next, implement technical safeguards and develop corresponding procedures
and the System Security Plan (SSP). Continuously update the SSP as you progress in your
compliance journey.

An Assessor will use NIST SP 800-171A "Assessing Security Requirements for Controlled
Unclassified Information" to evaluate the System Security Plan and also assess corresponding
Policies and Procedures. A System Security Plan that aligns with SP 800-171A is the best choice
for achieving success.

Remember to socialize the compliance set documents and processes within the organization as
part of the assessment will include interviewing organization stakeholders.

TO SAVE TIME AND RESOURCES, THE
CMMC-ACCREDITATION BODY
RECOMMENDS ORGANIZATIONS BEGIN TO
PREPARE 6 MONTHS PRIOR TO STARTING
THE CERTIFICATION PROCESS.
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NIST SP 800-171 and DFARS Security Program Compliance Best
Practices

To ensure compliance, contractors should consider following a best practice roadmap such as this
one for CMMC Level 2 Certification:

Consult with legal counsel to Seek accounting advice to

determine contracts that are capture costs associated with

subject to the new rule and implementing the security
contractor flow-downs safeguards

Conduct gap analyis to identify
gaps and create a strategic
project roadmap

Conduct an internal CMMC
pre-assessment or hire an Schedule and complete CMMC
outside consultant to validate Assessment with C3PAO
compliance

Remediation: Implement NIST
SP 800-171/CMMC Security |
Program

CKSS can help
develop and
implement a more
detailed approach to
compliance.

Conduct continuous
monitoring activities.
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Why Choose CKSS

Our seasoned cybersecurity consultants strive to exceed customer expectations on every level, to
help ensure our clients surpass any cybersecurity and compliance hurdles they face. We believe
our clients deserve and should expect the most practical advice, quality audits, and actionable
deliverables for DFARS 252.204-7012/NIST SP 800-171/CMMC engagements.

Here are some of the numerous reasons clients choose to partner with CKSS:

e Comprehensive IT services covering network engineering, cloud enclave creation,
assessments, remediation, and managed services all in one place.

e Deep expertise in NIST SP 800-53. NIST SP 800-171 is derived from SP 800-53 and
tailored for the Defense Industrial Base (DIB).

e Strategic partnerships with technology experts for the development and maintenance of
Cloud Enclaves.

e We are an experienced team that assists small—to medium-sized organizations in
implementing and maintaining robust information security programs. We specialize in
achieving and sustaining compliance with various regulations, including FISMA/NIST SP
800-53, DFARS/NIST SP 800-171/CMMC, NISPOM, FedRAMP, 1SO 27001, HIPAA, PCI
DSS, and other state and national regulations.

e Expertise in conducting gap analysis for FedRAMP, DFARS 252.204-7012/NIST SP 800-
171/CMMC, NISPOM, HIPAA, I1SO 27001, and PCI DSS.

e Strategic advisory services, staff augmentation, and Chief Information Security Officer
(CISO) services to address the shortage of in-house security personnel in many small
businesses.

e We Simplify DFARS/ NIST SP 800/171CMMC Compliance with Easy-To-Use-Templates
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ABOUT CKSS

CKSS is a security service provider
specializing in Compliance, IT Audits,
Advisory Services and Managed Services.
Our customers rely on us to improve
their Cyber Security Posture.

With years of relevant experience and
certifications, CKSS brings a proven approach
to cyber solutions across federal, commercial,
education, state and local government
agencies. CKSS is the best organization for

understanding what you need and delivering

cost effective, results oriented solutions

6701 DEMOCRACY BLVD, SUITE 391
BETHESDA, MID 20817

TEL: 443-459-1589
EMAIL: INFO@CKSS0.COM
WEBSITE: CKSS0.COM
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